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Foreword
As the foundational platform of the Fourth Industrial Revolution, 
blockchain technology enables such innovations as the Internet of 
things, robotics, artificial intelligence, machine learning, additive 
manufacturing, and smart supply chains so that more people can 
participate in the economy and benefit directly from the value they 
create.1

However, this extraordinary technology may be stalled, usurped, 
or otherwise suboptimized without governance. We do not mean 
government, regulation, or top-down, centralized control. Rather, we 
mean stewardship, a collaboration of stakeholders who are willing to 
identify their common interests and create incentives to align their 
behavior around blockchain systems as shared resources.

This research examines the impact of governance on blockchain 
systems. Specifically, it explores governance needs at three levels 
of the blockchain stack: the Internet layer, the blockchain layer, and 
the application layer. It is the third paper published in conjunction 
with Coalition of Automated Legal Applications, following its well-
received papers on Financing Open Blockchain Ecosystems: Toward 
Compliance and Innovation in Initial Coin Offerings and Regulatory 
Framework for Token Sales: An Overview of Relevant Laws and 
Regulations in Different Jurisdictions. 

The authors, Primavera De Filippi and Greg McMullen, share our 
view that, while decentralization is an advantageous design feature 
of blockchain systems, it requires the coordination of multiple 
and diverse actors with differing incentives to solve any problems 
that arise. They explain the difference between governance by 
the infrastructure and of the infrastructure. Given the state of the 
technology, they advocate for a hybrid approach that combines on-
chain and off-chain elements rather than a code-only solution to 
stewardship.

Primavera has proven to be a very valuable and productive 
member of the Blockchain Research Institute. We are pleased 
that Greg signed on to co-author this report. He is a lawyer who 
investigates blockchain governance, privacy, intellectual property, 
and security. In addition to his legal practice, he is the co-founder 
of the Interplanetary Database Foundation and the former chief 
policy officer of ascribe.io and BigchainDB. Together they outline 
the lessons learned thus far and the work to be done, if we are to 
preserve and steward this nascent global resource so that it achieves 
its enormous potential.

DON TAPSCOTT 
Co-Founder and Executive Chairman
Blockchain Research Institute
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Idea in brief
 » Blockchain governance can refer to two concepts: either the 

governance of a blockchain system or the use of a blockchain 
system to govern an external organization or process. 
This report focuses on the former, the establishment and 
enforcement of rules and processes for the development and 
operation of blockchain systems.

 » Blockchain systems combine decentralized networks and 
cryptographic functions in novel ways, creating unique 
features that support the immutability and auditability of 
existing blockchain systems. This report describes how 
these features present both opportunities and challenges for 
governing these systems. 

 » Any blockchain system is composed of multiple layers of 
technology forming a stack. Each layer brings additional 
capabilities to the previous layers and inherits their 
capabilities and limitations. Ultimately, all rules, policies, and 
constraints from the bottom layers determine what we can do 
in the layers built above them, in effect, forming a governance 
stack. 

 » Blockchain governance exists both on-chain and off-chain. 
On-chain rules are encoded directly into the underlying 
infrastructure of blockchain systems (governance by the 
infrastructure). Off-chain governance includes all other types 
of rules that might affect the operation or future development 
of a blockchain system (governance of the infrastructure). 

 » The distinctive characteristic of a blockchain system is that 
it is, by its very nature, decentralized and disintermediated. 
This stands in contrast with the other components of the 
technological stack, which have some characteristics of a 
decentralized system but are often controlled or governed by 
a centralized authority or intermediary operator. 

 » The hack of the DAO illustrates the dangers of favoring on-
chain governance over off-chain governance. We need a more 
human-centric and hybrid approach that includes both on- and 
off-chain governance and preserves both the transparency 
and efficiency of on-chain governance and the flexibility and 
malleability of off-chain governance.

Blockchain systems 
combine decentralized 
networks and cryptographic 
functions in novel 
ways, creating unique 
features that support 
the immutability and 
auditability of existing 
blockchain systems.
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Introduction
Blockchain systems do not exist in a vacuum. When we talk about 
blockchain governance, we need to think about the different layers of 
governance from the different layers of technology that both enable 
and constrain a particular blockchain system. The operations of a 
blockchain system—whether it is a blockchain network, framework, 
or application—are defined not only by the rules that govern that 
system but also by the underlying layers of Internet infrastructure, 
which both enable and constrain that particular blockchain system.

These multiple sets of rules ultimately fall into two fundamental 
categories—governance by the infrastructure and governance of 
the infrastructure—each of which is composed of endogenous rules, 
created internally by the community, and exogenous rules, imposed 
by third parties.

To illustrate the complexity inherent in blockchain governance, 
we first provide an overview of the multiple layers affecting the 
governance of a blockchain system, the characteristics of these 
different layers, and the possible interactions between them. We 
then look at how blockchain governance compares to or distinguishes 
itself from other forms of governance, with a particular focus on the 
distinction between the governance of centralized and decentralized 
systems, and the issues arising from the distinctive features of 
blockchain systems.

While centralized systems are subject to the whims of a central 
authority, which can exercise coercive force over the system, 
centralized systems are also much easier to regulate or govern. The 
central authority can easily modify or shut them down whenever a 
problem comes up. Conversely, decentralized blockchain systems 
operate peer to peer, without any central point of failure or control; 
and, therefore, no authority can alter it or shut it down. No one can 
exert influence except through the corruption or manipulation of a 
large quantity of network nodes.

Blockchain systems incorporate specific systems of rules and 
procedures that may be implemented both on-chain and off-chain. 
On-chain refers to rules that have been encoded directly into the 
underlying infrastructure of blockchain systems, whereas off-chain 
refers to all other types of rules (endogenous or exogenous) that 
might affect the operations and the future development of these 
systems. We will analyze the corresponding benefits and drawbacks 
of these two models as well as whether and when one model should 
prevail over the other.

We argue that the greatest benefit of each governance model also 
represents its greatest drawback. On-chain governance rules are 
more formal, strict, predictable, and often more efficient than 
their off-chain counterpart because they are clearly codified and 
automatically enforced by the underlying technology according to 
defined processes. However, on-chain rules are less adjustable to 
changing or unforeseen circumstances.

On-chain refers to rules 
encoded directly into the 
underlying infrastructure of 
blockchain systems. Off-
chain refers to all other 
types of rules (endogenous 
or exogenous) that might 
affect these systems.

Blockchain systems do not 
exist in a vacuum.
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We emphasize the need 
for a more human-centric 
approach to blockchain 
governance that integrates 
on-chain and off-chain 
governance.

Conversely, off-chain governance rules are inherently ambiguous and 
malleable, but only the intervention of a third party authority can 
enforce—or attempt to enforce—them, case by case. Their advantage 
is that they can respond more humanely to edge cases, where a 
straightforward application of the rules would otherwise produce 
unfair outcomes. Off-chain rules can also evolve and adjust more 
easily to a changing environment. If necessary, we can use them to 
update or amend on-chain governance rules. 

We conclude by highlighting the dangers of relying too heavily 
on on-chain governance at the expense of off-chain governance, 
and the dangers of focusing on endogenous rules while ignoring 
exogenous sources of authority and influence. We emphasize the 
need for a more human-centric approach to blockchain governance 
that integrates on-chain and off-chain governance, in ways that 
preserve the transparency and efficiency of on-chain governance 
rules, without foregoing the flexibility and malleability of off-chain 
governance rules.

Unique features of blockchain systems
Blockchain technology relies on a few core technological 
components—decentralized peer-to-peer networks, hashing 
functions, and public key cryptography—to create decentralized 
registries or databases whose content is largely immutable 
and readily auditable. This section will analyze the distinctive 
characteristics of these core components, along with their 
implications in the context of governance.

Decentralization
Advocates of decentralization hope it will lead to a more egalitarian 
society where power shifts from centralized authorities to a 
decentralized group of stakeholders, enabling a more even 
distribution of power and wealth. They believe decentralization will 
lead to increased participation and public engagement, and ultimately 
help people make decisions that promote the public interest rather 
than benefiting only a handful of powerful actors. However, the 
reality of decentralized governance is more complicated, in both 
theory and practice. 

From a theoretical perspective, the more people involved in the 
process of decision-making, the more difficult it becomes to agree 
on simple matters like what the group’s goal should be. The level of 
difficulty increases for questions that are more complex. Numerous 
academic disciplines have thoroughly studied the problems of 
coordination and collective action in decentralization systems, and 
none has found a magic solution.2

Advocates of 
decentralization hope it will 
lead to a more egalitarian 
society where power shifts 
from centralized authorities 
to a decentralized group of 
stakeholders.
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Blockchain systems typically address the problem of distributed 
governance through cryptoeconomics, which combines cryptography 
with economics as its name suggests. Cryptoeconomics focuses on 
the design of specific incentives structures to reward the behavior 
that helps the network function properly, while discouraging behavior 
that leads to undesirable outcomes such as network congestion, 
overuse, or other forms of abuse. Yet these networks operate via 
traditional market dynamics, and unless there is an institution 
protecting them, they are likely to turn into highly concentrated and 
oligopolistic markets, dominated by a few powerful players.

Besides, while cryptoeconomic incentives are useful to regulate the 
behavior of individuals interacting on a blockchain, there remains 
the question of who will be responsible for creating the incentive 
structure that defines the “rules of the game,” and for embedding it 
into a particular blockchain system.

From a practical standpoint, we must address several technical 
problems for decentralized systems to work at scale. Theory and 
practice rarely align perfectly; emergent behavior or unanticipated 
situations can disrupt incentives and exacerbate tensions that the 
application of cryptoeconomics was meant to resolve. Moreover, 
as soon as we need to update or change the rules of the game—
for example, to facilitate scaling or to resolve other technical 
challenges—the decision-making processes can devolve into 
contentious political questions related to the governance or design of 
the system.

One example that can illustrate both issues is the block size limit 
imposed in early versions of Bitcoin (discussed in more detail below), 
where an arbitrary technical limitation implemented during the early 
days of the network turned into a very contentious issue that, years 
later, ultimately led to the Bitcoin network splitting into several 
networks.

Cryptography and hashing functions
Blockchain systems leverage two key technological components to 
implement their novel features: cryptography and hashing functions.

Hashing functions are algorithms that accept any data of any size as 
input, and then generate a fixed length string as an output. Hashing 
functions are deterministic: running the same hashing function on 
a particular input will always generate the same output. If even a 
single bit of the input is changed, then the output will be completely 
different. For example, providing the string “Hello world” as input 
to a common hashing function (MD5) will always generate a hash 
value of “3e25960a79dbc69b674cd4ec67a72c62”; but if we make the 
“h” lowercase instead of uppercase (“hello world”), the output hash 
is entirely different: “5eb63bbbe01eeed093cb22bb8f5acdc3” (see 
Figure 1, next page.)

Cryptoeconomics focuses 
on the design of specific 
incentives structures to 
reward the behavior that 
helps the network function 
properly, while discouraging 
behavior that leads to 
undesirable outcomes.

Blockchain systems 
leverage two key 
technological components 
to implement their novel 
features: cryptography and 
hashing functions.
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In blockchain systems, each 
time a block is added to 
the chain, a hash of the 
previous block is included 
in the new block. 

This property makes the hashing function a powerful tool for 
verifying the integrity of data. In blockchain systems, each time a 
block is added to the chain, a hash of the previous block is included 
in the new block. By checking the recorded hash against the hash of 
the previous blocks, we can easily determine whether any data have 
been changed without verifying each transaction individually. If the 
hash does not match the expected value, then the data either are 
corrupted or have been tampered with. 

Public key cryptography is another important building block in any 
blockchain system. A public-private key pair defines ownership of 
assets (such as cryptocurrencies) on a blockchain network. Only 
the individual who controls the corresponding private key can use 
an asset associated with a specific public key. Because we can 
transact with an asset only after the relevant private key has signed 
the transaction, blockchain transactions are non-repudiable—
that the transaction exists is proof that the agent who holds the 
corresponding private key has executed it.

Immutability and auditability
The combination of decentralized networks, hashing functions, 
and public key cryptography contributes to the immutability and 
auditability of blockchain systems.

Immutability (or tamper-resistance) means that information 
written to the blockchain cannot be easily changed or deleted. The 
decentralized nature of a blockchain is such that the information it 
contains resides across a distributed network of computers, all of 
which store a copy of the blockchain. Because of this dispersion, 
no one can easily and unilaterally alter the stored data: all network 
participants will immediately detect and simply ignore any illegitimate 
modification.

Hashing functions enable us to determine easily whether the 
information recorded in a blockchain has been altered, because even 
the smallest change in any of the previous blocks would modify the 
hashes of all subsequent blocks, which would therefore need to be 
mined again. Therefore, while possible in theory, the cryptoeconomic 
incentives encoded into a blockchain network make tampering 
with a blockchain extremely difficult and costly in terms of money, 
energy, and time. Accordingly, unless someone controls more than 

Figure 1: The difference an h makes

Input Hello world (with capital H) hello world (with lowercase h)

Output hash 3e25960a79dbc69b674cd4ec67a72c62 5eb63bbbe01eeed093cb22bb8f5acdc3

The combination of 
decentralized networks, 
hashing functions, and 
public key cryptography 
contributes to the 
immutability and 
auditability of blockchain 
systems.
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50 percent of the network, it is extremely unlikely that anyone can 
unilaterally modify the content of a blockchain.

Immutability presents novel challenges and opportunities. On the 
one hand, it means that no one has the power to censor specific 
transactions, thereby increasing both the transparency and 
auditability of blockchain-based applications. Blockchains provide a 
time-stamped record of events, visible to anyone who has access to 
that blockchain. In public blockchains, transactions can be accessed 
either by using an online blockchain explorer utility that displays the 
history of transactions (e.g., blockchain.info or etherscan.io) or by 
downloading the blockchain database.

On the other hand, to the extent that we can encode computer 
processes (known as smart contracts in blockchain parlance) into 
a blockchain system, these processes will continue to run as long 
as the blockchain network remains in operation; stopping such 
a program from executing on that network becomes extremely 
difficult. While bad actors cannot interfere with legitimate processes, 
good actors cannot halt harmful or dangerous processes.

Later in this paper, we look at the DAO, a decentralized autonomous 
organization designed for allocating venture capital; it was an 
immutable process that raised significant governance challenges. Use 
cases that are more dangerous, such as decentralized assassination 
markets, remain mostly hypothetical but exemplify the potential 
downfall of an immutable system.

The blockchain stack
Blockchain applications do not exist in a vacuum. They operate within 
a larger ecosystem of Internet applications that operate according to 
their own protocols and rules—a stack of applications and protocols 
that build on the layers (Figure 2, next page). Each new layer of the 
stack inherits the protocols and rules of the layer below, including the 
lower layers’ governance. This section will describe the key elements 
of the blockchain stack and analyze the governance system that 
characterizes each of these elements. The next section will further 
break down these processes, exploring how the unique features of 
blockchain systems present unique opportunities and challenges for 
the governance of these systems.

The Internet layer
Blockchain networks like Bitcoin and Ethereum exist at the bottom 
layer of the blockchain technology stack, but their operations 
depend on another technology stack: the Internet stack. Indeed, as 
a rule, blockchain networks are unable to operate without Internet 
connectivity. Because these networks operate on top of the Internet, 
their proper functioning is ultimately reliant on transmission control 

Blockchains provide a time-
stamped record of events, 
visible to anyone who has 
access to that blockchain.

Blockchain applications do 
not exist in a vacuum.
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protocol/Internet protocol (TCP/IP)—the protocols responsible for 
routing and transferring packets between nodes on the Internet. 
Accordingly, decisions at the Internet level can have a dramatic 
impact on the operation and governance of blockchain systems built 
on top of the Internet stack. 

This section examines how choices made at the Internet level 
can affect critical factors related to the governance of blockchain 
networks, and even influence decisions regarding the development of 
those networks’ protocols.

The role of Internet service providers

While blockchain systems are censorship-resistant, they are not 
entirely censorship-proof. In fact, because Internet service providers 
(ISPs) ultimately control the transportation layer of the Internet, 
they can discriminate against packets coming from or directed to any 
of these networks, if they so desire, thereby tampering with their 
operation. As a result, network management by ISPs or censorship 
by nation-states can influence the operation of blockchain systems, 
either by deliberately targeting their operation or as an unintended 
consequence of unrelated network management practices.

One of the foundational principles of the Internet is net neutrality, 
the idea that all traffic on the network should receive equal priority. 
Net neutrality states that information should be transmitted as it 
is received, no matter the sender or receiver, the port or protocol, 
the content type, or the application that created it. Net neutrality 
is critical for the operation of blockchain systems and other 
decentralized, peer-to-peer networks, as these networks rely on 
participants having unfettered access to the network. 

Figure 2: The layers of the blockchain stack

While blockchain systems 
are censorship-resistant, 
they are not entirely 
censorship-proof.

One of the foundational 
principles of the Internet is 
net neutrality, the idea that 
all traffic on the network 
should receive equal 
priority. 
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Perhaps unsurprisingly, ISPs continue to push for an increased 
ability to offer paid priority services, prioritize their own bundled 
services, and downgrade or “throttle” content that competes with 
their offerings or that they deem to be too bandwidth-intensive. To 
protect Internet users against these practices and to encourage 
innovation and competition in network services, both the United 
States and the European Union had rules enshrining net neutrality in 
law, allowing only basic network management by ISPs when needed 
to keep the network running smoothly. However, in December 
2017, the US Federal Communications Commission repealed its net 
neutrality rules, opening the door to increased interference at the 
Internet level.3 Without these rules, ISPs are free to interfere in any 
number of ways: from slowing down or blocking network activity 
toward or from blockchain networks to prioritizing packets toward or 
from competing electronic payment services that are not subject to 
filtering. 

Let’s consider deep packet inspection (DPI), a means for 
governments and ISPs to affect the operation of blockchain systems. 
TCP/IP routes data packets by looking at the address in the header 
of the packet and routing it along a particular path to its intended 
recipient. DPI examines the content of the packet: the network 
operator can determine the purpose of the packet and allow for 
content- or application-based discrimination. Even if content is 
encrypted, analysis of multiple packets can often reveal their 
nature as well as the protocols or applications involved, and enable 
discrimination on this basis. 

Commercial vendors already offer products that use DPI to detect 
and block Bitcoin packets on corporate networks. There are 
rumors that China may be deploying similar technology to prevent 
connections to blockchain networks as part of a broader crackdown 
on cryptocurrencies. Governments and ISPs could apply DPI to 
restrict the use of cryptocurrencies or other blockchain systems, 
either within specific countries or around the world.

Barriers to participation: ISP data caps

Internet governance might also play a significant role in determining 
who is able to participate in the governance of specific blockchain 
networks. One clear example of Internet governance limiting 
participation in blockchain networks comes in the form of data caps 
imposed by ISPs. Many ISPs impose monthly caps on the amount 
of data customers can transfer in a given month.4 Once customers 
exceed that cap, ISPs take a various approaches to recoup costs, 
including overage fees for data beyond the initial cap as well as 
reduced speed of service until the end of that billing period. 

Active participation in the on-chain governance of a blockchain 
network is bandwidth-intensive. To vote as a miner, participants 
typically must download the entire blockchain and operate a full 
node. By May 2018, the full Ethereum blockchain was 575 gigabytes, 
and the full Bitcoin blockchain was 198 gigabytes (Figure 3, next 
page).5 Both continue to grow with each new block, and the rate of 

Even if content is 
encrypted, analysis of 
multiple packets can often 
reveal their nature as 
well as the protocols or 
applications involved, and 
enable discrimination on 
this basis. 

Governments and Internet 
service providers could 
apply deep packet 
inspection to restrict the 
use of cryptocurrencies or 
other blockchain systems, 
either within specific 
countries or around the 
world.

https://arstechnica.com/information-technology/2017/08/at-least-196-internet-providers-in-the-us-have-data-caps/
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growth will increase as these blockchain networks scale up. Even 
after the initial blockchain download, nodes continue to send data 
to one another on a peer-to-peer basis to keep other nodes in sync 
and to process new transactions. The amounts of data involved can 
be considerable: operating a node involves monthly data transfers of 
between 70 and 140 gigabytes.6

Data caps raise the cost of participating in the operations of 
blockchain networks and, in some cases, may prevent participation 
entirely. The result is a limitation on who can participate in 
blockchain governance. The limits are imposed not by the blockchain 
system itself but by choices made at the Internet level. 

Technical levers of influence: China’s Great Firewall

The national government’s Internet policies on the governance of 
blockchain networks have already influenced the Bitcoin scaling 
debate. Bitcoin miners in China must consider the impact of the 
Great Firewall on their mining operations, bringing a nation-state 
censorship and surveillance regime into a debate that ostensibly 
was about reaching consensus on a particular protocol upgrade 
for Bitcoin. These nation-state policies played a significant role in 
hindering support for and implementation of a range of technical 
solutions.

The first implementation of Bitcoin capped the size of each block at 
one megabyte, which limited the number of transactions that could 
fit in each block. By 2015, the Bitcoin network reached a degree of 
saturation, as more transactions were undertaken every 10 minutes 

Data caps raise the cost 
of participating in the 
operations of blockchain 
networks and, in some 
cases, may prevent 
participation entirely. 

Figure 3: Bitcoin blockchain size

Source: blockchain.info, accessed 18 May 2018.

The total size of all block headers and transactions excluding database indexes, as of 18 May 2018.

https://blockchain.info/charts/blocks-size?timespan=all&showDataPoints=true
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than what could effectively fit into a block. Efforts to increase the 
network’s capacity took on a new sense of urgency.

A series of ongoing conferences titled Scaling Bitcoin launched in 
March 2015.7 The conferences highlighted a number of proposals 
from Bitcoin developers to increase network capacity, some of 
which entailed a modification in the Bitcoin protocol to allow for 
an increased block size. For any technical upgrade to the Bitcoin 
network, a successful scaling solution would need to be adopted by 
a large majority of the network’s mining power. It would require the 
support of miners based in China, who represent a large majority of 
the total processing power on the network. 

Bitcoin mining is a highly competitive industry, and even the smallest 
advantage can make a big difference to large-scale mining farms. 
Latency and bandwidth are critical factors, since miners must learn 
a block has been completed and must download it before they can 
start working on the next block. Miners with high latency and limited 
bandwidth start late on the new block and waste valuable energy 
working on old, invalid blocks, while miners with lower latency and 
more bandwidth are already working on the next block. 

While miners in China certainly wanted the Bitcoin network to keep 
growing and the value of bitcoin to appreciate further, they faced an 
issue that miners located outside of China did not have to address: 
the Great Firewall of China, through which all Internet traffic in 
China must pass. This extra technical overhead limits the bandwidth 
and increases the latency of packets transmission. Doubling the 
block size would effectively double the delay for miners to start 
mining on a new block, threatening to leave China-based mining 
operations unprofitable, despite their great investments in specialized 
mining devices. This concern was a major factor in the China-based 
miners’ rejecting block size increases, even at the risk of decreasing 
the health of the network.8 To a large extent, China’s Internet 
governance system had indirectly and unintentionally shaped Bitcoin 
governance.

Conclusion: Accounting for Internet-level governance     

Anyone building a blockchain system must consider the impact that 
Internet governance could have on the operations of that system. No 
system whose operations rely on the Internet network can ignore the 
implications of Internet-level governance. Hence, anyone designing a 
blockchain network or Dapp should understand and acknowledge the 
realities of the present-day Internet (e.g., data caps, DPI practices, 
etc.) and create a system that can accommodate them or perhaps 
work around them.

Blockchain systems should be designed so that they can respond to 
unforeseen circumstances at the level of the Internet network, which 
might significantly affect the continued operation of these systems. 
In some cases, stakeholders might even consider intervening and 
actively participating to influence the outcome of Internet governance 
(e.g., by advocating for net neutrality). 

Bitcoin mining is a highly 
competitive industry, 
and even the smallest 
advantage can make a big 
difference to large-scale 
mining farms.

Anyone building a 
blockchain system must 
consider the impact that 
Internet governance could 
have on the operations of 
that system.



14

GOVERNANCE OF BLOCKCHAIN SYSTEMS

© 2018 COALA + BLOCKCHAIN RESEARCH INSTITUTE

The blockchain layer 
Blockchain systems operate on top of the Internet layer and, as 
discussed above, inherit the capabilities and limitations of that 
underlying layer, including its technical architecture and governance 
processes.

Blockchain systems also introduce their own mechanisms of 
governance specific to each particular blockchain network. These 
mechanisms include the design of the underlying peer-to-peer 
network and the consensus protocol that facilitates agreement 
between the various nodes of the network. While ISPs are 
responsible for routing packets through the Internet according 
to specific protocols (e.g., TCP/IP and border gateway protocol or 
BGP), nodes in a blockchain network are responsible for validating 
and recording transactions into the underlying blockchain according 
to a particular set of rules. Each blockchain network implements 
its own protocols, consensus algorithms, and fork-choice. For 
example, Bitcoin miners operate according to the Bitcoin proof-of-
work protocol, which stipulates that miners should always add to the 
“longest chain” as defined by the amount of hashing power required 
to compute the chain. 

Despite their technical complexity, blockchain networks provide 
a relatively simple set of operational rules, which often leverage 
cryptoeconomics to encourage collaboration among participants to 
maximize the utility of the network, while punishing participants who 
try to cheat. As a result, the task of processing transactions is driven 
mostly by an economic incentive system, whereby the higher the 
transaction fees paid to the network, the greater the chance miners 
will include these transactions in the next block.

Transaction fees and mining rewards are a fundamental incentive 
for miners, but they are not the only factors that might influence the 
behavior of miners. Other levers might come into play, stemming 
from the outside of the blockchain infrastructure. Consider the 
following possibilities:

 » A large mining pool might enter into an off-chain agreement 
with third parties to speed up the inclusion of certain 
transactions at the expense of others.

 » Miners could collectively agree not to process specific 
transactions coming from or directed toward a criminal 
application in a block.

 » Miners could agree to blacklist specific addresses.

 » Regulators could prohibit all miners located in particular 
jurisdictions from validating transactions pertaining to a 
specific account.

These external forces exist beyond the control of any given 
blockchain system and could have significant consequences over the 
operations of these systems.

The higher the transaction 
fees paid to the network, 
the greater the chance 
miners will include these 
transactions in the next 
block.
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factors that might influence 
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The application layer
Like the rest of the technology stack, the application system stack 
is not a unified whole. It consists of multiple layers, each inheriting 
from the one below. We distinguish here between two specific 
components that constitute the application layer:

 » Dapp frameworks are built on top of a blockchain network and 
provide the basic building blocks for Dapps. Some are general 
purpose, with loosely defined logic that developers can 
repurpose in almost any Dapp (e.g., Open Zeppelin solutions). 
Others are more specific for certain kinds of Dapps (e.g., 
DAOstack and Aragon).

 » Dapps are decentralized applications that may be built 
directly on top of a blockchain network or on an existing Dapp 
framework. Gnosis, Civic, and CryptoKitties are Dapps built 
directly on the blockchain network and implemented as smart 
contracts on Ethereum.9 To streamline the creation of the 
Dapp, developers may choose to leverage Dapp frameworks 
(e.g., District0x built on top of Aragon and Sapien built on top 
of DAOstack).

Even if Dapps can be designed to be completely decentralized 
and autonomous (in the sense that no single party has the power 
to control or influence their operations), they remain affected by 
the operations of their underlying blockchain network or Dapp 
framework. There are two ways to alter the operation of a Dapp: 

 » Change the state of the blockchain to overwrite the code of 
the Dapp.

 » Change a small piece of the code it relies on, that is, a smart 
contract library or a proxy contract, a smart contract that 
delegates calls to other smart contracts.

The first case requires the participants of a blockchain network 
to intervene, with a coordinated action, to censor some of the 
transactions directed to a particular Dapp or perhaps even alter the 
code of a Dapp. For example, in response to the hack of the DAO, 
the Ethereum community implemented a hard fork, changing the 
protocol and state of the Ethereum blockchain so that users could 
withdraw their (stolen) funds. Yet, because hard forks have the power 
to change the balance or code of a particular Dapp, or even to delete 
the Dapp entirely, this level of intervention is extremely rare and has 
been used only in exceptional circumstances so far.

The second case arises whenever a Dapp is built upon or relies on a 
third-party smart contract for its operations. As a rule, in the context 
of software development, reusing well-established and tested code 
is good practice because it avoids duplication of effort. However, in 
the context of a blockchain system, if a Dapp makes an immutable 
reference to third-party code, it creates two kinds of risks. 

Because hard forks have 
the power to change 
the balance or code of a 
particular Dapp, this level 
of intervention is extremely 
rare and has been used 
only in exceptional 
circumstances so far.
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One risk is that a flaw in one of these smart contracts libraries will 
affect all blockchain applications that rely on that third-party library. 
For example, the bug in Parity Technologies’ multisignature (multisig) 
wallet smart contracts allowed the theft of over $30 million worth 
of ether.10 In a subsequent attack on Parity’s revised multisig smart 
contract code, the assailant forced the shared code to “self-destruct,” 
thereby freezing the funds in all multisig wallets that depended on 
this code.11

Another problem emerges by construction, when platforms 
implement proxy contracts that delegate calls to other smart 
contracts, which platform developers can then update. While 
such practices are still uncommon, some platforms (e.g. Zeppelin 
Solutions) are starting to experiment with proxy libraries so that, 
whenever one of the underlying functions is changed, all Dapps 
relying on these libraries will automatically inherit those changes. 
This design provides many benefits in terms of flexibility and 
upgradability. However, it can be problematic if it relies on a trusted 
authority such as the smart contract platform operator, who might 
arbitrarily influence the operations of these so-called decentralized 
applications.

Multiple layers of blockchain governance
Building upon the information described above, this section provides 
an overview of the multiple layers of governance that might affect 
the operation of a blockchain system. It distinguishes between two 
distinct governance structures: 

 » Governance by the infrastructure 

 » Governance of the infrastructure

Depending on the focus of analysis, we can regard these two 
mechanisms as either endogenous to a particular community or 
exogenous to that community. Endogenous rules are elaborated by 
the community and for the community—a community’s attempt at 
self-governance. Exogenous rules are established or imposed by a 
third party that is external to the community but nonetheless have 
the ability to influence it. We will explore each of these factors below.

The governance of most decentralized blockchain applications 
(Dapps) is split into different layers interacting with one another:

 » The Internet protocols layer (e.g., the TCP/IP protocol)

 » The blockchain network layer (e.g., the Ethereum protocol)

 » The Dapp framework (e.g., Aragon)

 » The Dapp layer (e.g., District0x)

The governance of most 
decentralized blockchain 
applications (Dapps) is 
split into different layers 
interacting with one 
another.

One risk is that a flaw 
in one of these smart 
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all blockchain applications 
that rely on that third-party 
library.

https://blog.zeppelin.solutions/
https://blog.zeppelin.solutions/
https://blog.zeppelin.solutions/proxy-libraries-in-solidity-79fbe4b970fd
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Each of these layers is designed and implemented by different 
people, with different purposes, and from separate communities that 
may or may not communicate with one another. Communities from 
the bottom layer of the stack often implement their own governance 
structure with little, if any, regard to the governance systems 
implemented at layers above. Despite this lack of regard, each one of 
these layers implements its own distinct governance structure, which 
remains interrelated with the governance structures of the other 
layers. The bottom layers play an especially important role, as they 
constitute the base on which everything else is built. They dictate 
how the applications deployed on the upper layers of the stack will 
operate and define what is possible to build at the highest levels.

For instance, Aragon and DAOstack are Dapps built on top of the 
Ethereum blockchain and therefore subject to the governance rules 
of the Ethereum blockchain network. They are also Dapp frameworks 
in their own right and implement their own system of protocols 
and rules for how people can interact with their Dapp or create 
new Dapps on top of them. The Dapps deployed on these Dapp 
frameworks will, in turn, create their own protocols and rules to 
ensure their proper operation and management. Ultimately, a Dapp 
is directly subject to its own governance rules and indirectly affected 
by the rules of the blockchain network on which it operates, the rules 
of the Ethereum blockchain that ensures the proper execution of 
relevant smart contracts, and the rules of the Internet network that 
makes everything run. 

Governance by the infrastructure
Governance by the infrastructure refers to governance by hard-coded 
rules embedded in a technological system—in our case, a blockchain 
system. It implies a narrow understanding of decision-making 
in terms of the process of rule enforcement, as opposed to the 
elaboration and development of these rules in the first place.

Governance by the infrastructure can include both endogenous rules 
that come from within the reference community and exogenous 
rules imposed from outside the reference community. As the 
definition hinges on a particular community, the question of whether 
a particular rule is endogenous or exogenous depends on the 
perspective of the community of consideration (i.e., a rule can be 
endogenous from one perspective but exogenous to another).

From the perspective of a particular blockchain network like 
Ethereum, endogenous rules are those codified directly into the 
network, such as the blockchain protocol and consensus algorithm. 
From the perspective of a Dapp deployed on top of Ethereum, 
endogenous rules include all the decision-making procedures and 
technical rules embodied in the smart contracts governing the 
Dapp—whereas the underlying protocol of the Ethereum network 
would qualify as exogenous. Both the blockchain network and the 
Dapp are affected by rules encoded into a system that is exogenous 
to the network’s or Dapp’s own governance structure. For instance, 
TCP/IP and other Internet protocols enable people to find and 
connect to the blockchain network. 

The bottom layers play an 
especially important role, 
as they constitute the base 
on which everything else is 
built. 

Ultimately, a Dapp is 
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When these rules are endogenous to a blockchain network, 
governance by the infrastructure is referred to as “on-chain 
governance” because the governance rules have been encoded 
directly into the blockchain itself. As such, these rules are generally 
considered immutable and self-executable since the normal operation 
of the blockchain network will guarantee their execution in a secure 
and decentralized manner.

Of course, on-chain governance rules can also specify procedures 
to amend themselves. Just as we can make laws that stipulate how 
to make, amend, or repeal laws, we can design protocol rules that 
define procedures to make, amend, or repeal other protocol rules. 
Tezos, for example, promises to build a self-amending blockchain and 
give participants the ability to change the protocol rules, including 
rules to change the rules.

On-chain governance presents both advantages and disadvantages. 
At its best, on-chain governance is predictable and fair in its 
execution. Because changing the process or the result of on-
chain governance is extremely difficult, the entire system is fully 
transparent and auditable. Everyone can see why a particular 
decision was made; the whims of human decision makers cannot 
easily influence or alter the system’s operations.

However, given its resistance to change, on-chain governance may 
handle new and unexpected situations inadequately. In such cases, 
vagueness can be a feature, not a bug. Flexibility can help a system 
cope with unique circumstances that it was not built for, avoiding 
the execution of predetermined processes that might be fair in their 
execution but unjust in their outcomes. Hence, where possible, 
developers should provide on-chain governance with mechanisms 
similar to those proposed by Tezos, mechanisms that allow changes 
to the protocol rules underpinning the network.

Governance of the infrastructure
“Governance of the infrastructure” refers to all forces that subsist 
outside of a technological platform, but nonetheless influence its 
development and operations. These rules operate at the social or 
institutional level, rather than at the technical level. In blockchain 
systems, governance of the infrastructure is often referred to as “off-
chain governance” because the governance rules subsist and operate 
outside of the blockchain infrastructure. These rules and procedures 
are not automatically executed, and a third-party authority might 
therefore be required for enforcement or oversight. Governance of 
the infrastructure comprises both endogenous and exogenous rules.

Endogenous rules

Endogenous rules consist of all the rules, social norms, customs, 
and other governance structures developed or endorsed by a 
particular community with a view to facilitate coordination within that 
community. For instance, developers in open source communities 

Flexibility can help a 
system avoid the execution 
of predetermined processes 
that might be fair in their 
execution but unjust in 
their outcomes.
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have elaborated processes that codify the rules and procedures used 
to decide on the future development and evolution of an open source 
software project. These rules are usually norms or customs enforced 
via peer pressure, although the community might also implement 
formalized mechanisms of enforcement and oversight. Failure to 
follow these rules might lead to exclusion from the community, or 
other forms of social punishment. 

In the context of a particular blockchain community, endogenous 
rules include the rules and procedures used to decide on changes to 
implement in the protocol, including the decision to fork. In Bitcoin, 
these decisions are mostly made via Bitcoin improvement proposals 
(BIPs)—an informal mechanism through which people can propose 
new features and improvements to the Bitcoin protocol. Ethereum 
implemented a similar system for people to submit Ethereum 
improvement proposals (EIPs), an informal procedure by which 
people can suggest or request changes to the Ethereum protocol or 
code.

Over time, informal practices have become norms within the 
development communities, although those practices are not well-
documented or widely known. For example, EIPs must meet a 
certain technical standard and undergo peer review online before 
moving forward to the development team. From there, EIPs must 
be accepted unanimously by the core developers before they will 
be added to the development roadmap. However, there is no formal 
structure in place, and none of these conventions is binding.

The uncertainties around the EIP process and the role played by 
the development community have led to controversy over efforts 
to unlock the aforementioned Parity multisig wallets.12 One of the 
volunteers responsible for bringing EIPs forward to the development 
team expressed his discomfort with the proposal and potential 
implications under Japanese law, while other members of the 
community called for his resignation. The volunteer ultimately 
stepped down, and the question of when legal or ethical concerns 
could block an otherwise valid EIP remains unanswered.

After the developers of a blockchain system put forth a proposal, 
there is typically a voting system to determine whether the 
community adopts it as a whole. For Bitcoin, miners vote by running 
new software with certain settings enabled or disabled, thereby 
indicating support or lack thereof. The recommendation of the lead 
developers is often very influential, but not determinative. 

To the extent that these proposals are accepted and implemented 
into code, governance of the infrastructure has the ability to 
affect governance by the infrastructure. In other words, off-chain 
governance can shape or influence the on-chain governance of a 
particular blockchain-based network. Indeed, because off-chain 
governance is generally geared toward elaborating or changing the 
rules of a given blockchain protocol, it has the power to modify the 
on-chain governance structure specific to that blockchain.

After the developers of 
a blockchain system put 
forth a proposal, there is 
typically a voting system 
to determine whether the 
community adopts it as a 
whole.
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or other forms of social 
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Exogenous rules

Exogenous rules are all other rules that influence the activities of 
a community but that originate from outside that community. One 
prominent example of exogenous rules is the law. Although they 
may not apply directly to a blockchain network, national laws could 
nevertheless affect the operations of such a network and certainly 
apply to participants in the network. These laws do not stem from 
the community, nor are they chosen by it. They are imposed by a 
third-party authority, typically a government, to ensure public order 
and morality and to promote the interests of the public at large. 
Because they apply only in a given jurisdiction, only a national 
legal system can remediate the harm of any violations through law 
enforcement or court processes. 

Conclusion: Off-chain and on-chain governance
These two mechanisms—governance by the infrastructure and 
governance of the infrastructure—coexist more or less peacefully 
in the context of a blockchain system. Together, they contribute to 
regulating a particular platform or infrastructure according to their 
own set of sometimes divergent or contradictory rules. 

Both mechanisms present a series of benefits and drawbacks, which 
make them particularly suited for specific situations, but not for 
others.

 » Off-chain governance is generally implemented through a 
system of rules, procedures, and social norms that are not 
as rigid and formalized as those of a code-based system. 
These systems are more informal and unstructured than their 
code-based counterpart, and are therefore more complex to 
oversee and control. As such, users can easily sidestep them 
because there is no automatic rule enforcement.

 » On-chain governance systems, on the contrary, cannot 
be easily avoided or bypassed sensu stricto, because they 
operate according to a system of rules that have been 
encoded directly into the technological framework responsible 
for enforcing them. These systems are also more auditable 
and verifiable than their off-chain counterpart, because every 
transaction on a blockchain comes with irrevocable and non-
repudiable proof of itself. 

Yet, the main drawback of each system also and simultaneously 
constitutes its most powerful advantage, and vice versa. While 
off-chain governance is difficult to enforce because of its social 
component, it also comes with a great deal of malleability, 
enabling the system to quickly and smoothly react to unforeseen 
circumstances, and easily adapt to changes in the environment.

Conversely, on-chain governance might excel at doing what 
it was expressly designed to do; yet, it is unable to cope with 
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unexpected situations and takes much longer to adjust to changing 
circumstances. Ultimately, the ambiguity of off-chain governance 
rules provides the necessary flexibility to shrink or expand the scope 
of these rules, case by case (albeit at the price of sometimes creating 
more uncertainty as to their application). In contrast, the rigidity of 
on-chain governance rules is such that—if there is a design flaw—
malicious parties could potentially exploit them to subvert the system 
or simply mold it to their own benefit. 

Today, much of the thinking on blockchain governance is mainly 
looking at endogenous rules, with regard to both on-chain and 
off-chain governance. Many projects and initiatives are trying to 
implement new mechanisms of governance by the infrastructure 
through a particular set of rules embedded in a blockchain protocol 
to ensure the proper governance thereof. Increasingly, people are 
identifying the need for blockchain networks and the communities 
around them to elaborate more precisely defined community rules, 
enabling better governance of the infrastructure. While endogenous 
rules have a crucial role to play in governance, stakeholders must 
also account for the impact of exogenous rules. Ultimately, the 
combination of endogenous and exogenous rules dictates the manner 
in which these blockchain systems will operate.

Now let’s look at the interplay between the multiple layers of 
governance affecting particular blockchain applications—with regard 
to both their endogenous and exogenous rules—taking the DAO as 
our case study.

The DAO: A cautionary tale
A decentralized autonomous organization or DAO is a set of 
processes and rules encoded in smart contract code and operating 
autonomously on a blockchain network. A DAO can mimic the 
functions of more traditional organizations, like an association or 
corporation, without relying on a state-granted legal personality. 
Because they operate on top of a blockchain network, DAOs inherit 
the immutability and censorship-resistance of those networks. Once 
the code starts running, it is nearly impossible to stop or change its 
execution, because every node on the network runs the code.

The smart contract, the attack, and the recovery
The DAO was a smart contract deployed on the Ethereum blockchain 
network. The team at the start-up Slock.it designed the DAO to act 
as a decentralized investment fund that promised to operate with 
the “steadfast iron will of unstoppable code.”13 The DAO started with 
a fundraising phase, during which users could purchase TheDAO 
tokens by sending ether to the DAO smart contract. Following that 
initial phase, the general public could make proposals to the DAO 
community, and TheDAO token holders could vote on what projects 
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to fund. TheDAO token holders were entitled to a proportional share 
of the DAO’s holdings, including returns from projects funded. Token 
holders who disagreed with the funding decisions could trigger a 
“split” function, which allowed them to move their funds out of the 
DAO to a newly formed “child” DAO.

Proposals submitted to the DAO had to be vetted by a group of 
“curators”—prominent members of the Ethereum community who 
volunteered to oversee submissions. Curators were originally 
expected to play a narrow oversight role, rejecting proposals that 
were technically flawed or fraudulent. Yet, different people had 
different understandings of the curator role.14 Some thought the 
curators should assume an administrative role only, auditing the code 
of the smart contracts that would receive the funds and verifying 
the identities of the people behind these proposals to ensure that no 
one could abscond the funds. Others thought they should be more 
proactive in vetting the proposals, to promote the success of the 
DAO as a decentralized investment fund. As the governance issues 
related to the DAO’s voting mechanisms started to emerge, some of 
the curators called for a moratorium and refused to accept proposals 
until the DAO governance was addressed.15 

The debate over curation soon took a back seat to more pressing 
concerns, which eventually led to the downfall of the DAO. Shortly 
after the end of fundraising, a serious flaw was identified in the 
DAO smart contract. This flaw enabled an attacker to drain funds by 
recursively calling the split function available to every token holder.16 
The attacker was able to withdraw funds repeatedly without updating 
the balance of the account held in the DAO. By exploiting this flaw, 
the attacker funneled one-third of the ether raised by the DAO into a 
child DAO controlled by the attacker.

The attack on the DAO was spotted almost immediately, but there 
was no way to stop it. The code was running on the Ethereum 
blockchain, and the attack went on for a few hours, draining 3.6 
million ether (almost one-sixth of the total amount of ether available 
at the time) from the DAO.

The Ethereum community was left trying to decide how to respond. 
One alternative was to do nothing, allowing the attacker to keep the 
funds that had been illegitimately withdrawn from the DAO. Another 
alternative was to intervene with a network fork, modifying the 
Ethereum protocol to alter its state and course of operations. The 
decision was further complicated by the sense of urgency generated 
by the tight timeline imposed by the DAO contract: the funds were 
locked in the attacker’s child DAO for only 21 days, after which they 
could be withdrawn; retrieving them would be impossible for the 
original owners.

Although forking was the only way to retrieve the funds, it was 
considered a highly controversial approach, as it would mean 
admitting that the Ethereum blockchain could, in fact, be altered. 
Besides, the process was not simple: any change in the protocol 
would require developers to figure out a fix, develop and test that fix, 
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and then convince a majority of the mining power on the network to 
install the new version of the software.

After much heated debate and several attempts at gauging the 
community consensus, leading Ethereum developers converged on 
a proposed solution: a hard fork that would transfer the funds of 
the attacker’s child DAO into a new withdrawal smart contract that 
would only allow token holders to withdraw their funds. The proposal 
was implemented into code; members of the community then had to 
decide which network to support. While the hope was that everyone 
would switch to the new protocol and leave the old to die out, 
dissent within the Ethereum community led to the emergence of two 
blockchains that subsist today: Ethereum, which implemented the 
proposed change, and Ethereum Classic, which rejected it.

Beyond the issues internal to the Ethereum community, the DAO 
attack also brought considerable attention from litigators and 
regulators. There was a great deal of speculation over who might be 
liable for any wrongdoing caused by the DAO and who should respond 
to the investors who lost their funds in the attack. Meanwhile, the US 
Securities and Exchange Commission launched an investigation into 
the legal status of TheDAO tokens, and eventually issued a report 
concluding that the DAO had engaged in the unlicensed issuance of 
securities.17

The limitations of on-chain governance
The DAO exemplifies the limitations of on-chain governance. Despite 
the efforts of the DAO’s developers to disclaim responsibility on the 
ground that the DAO operated solely according to its own code, the 
intervention of the Ethereum community in response to the attack 
has surfaced many other factors that stakeholders must take into 
account when governing the operation of a blockchain system. Table 
1 breaks down these factors into categories: “governance by” refers 
to the rules and processes built into the blockchain network, whereas 
“governance of” describes the mechanisms by which people can 
control or influence its operation.

The DAO’s founders described it as if it were predominantly operated 
through an on-chain governance structure, as if the smart contract 
code and the protocol of the underlying Ethereum network were 
the main elements determining the operations of the DAO. This was 
not the case. Even though smart contract code strictly defined the 
modus operandi (i.e., how the DAO operated), token holders and 
curators made the actual decisions concerning the DAO’s operations 
(i.e., which actions the DAO could take) through a decision-making 
system that relied heavily on endogenous off-chain activities. 

On one hand, the automation provided by the DAO could not replace 
the human side of governance, with activities such as voting, 
campaigning, keeping funded proposals accountable, and so forth. 
On the other hand, no proposals were put forward for a vote during 
the curator moratorium, thereby negating the token holder’s ability 
to vote on proposals. The DAO’s loosely defined on-chain rules spilled 
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out into the off-chain world: the curators could stop proposals, but 
should they? This question was never answered, as the DAO’s attack 
became a more pressing concern.

Following the attack, the Ethereum community worked on 
understanding what it could do to fix the problem. It had limited 
room for an endogenous response to the attack, as the DAO itself 
offered only limited tools. While Ethereum developers discussed 
technical fixes, some community members proposed a more 
immediate solution: staging a denial of service (DoS) attack on the 
Ethereum network to slow it down.18 This approach failed, as the 
attacker continued to drain funds. Yet, it showed that, since the 
DAO’s code could not be readily fixed, stakeholders had to move 
through the lower layers of the blockchain stack—the Ethereum 
network—to identify a possible fix.

Nevertheless, the DAO’s code offered a temporary patch. After the 
attack ended, a small group of tech-savvy individuals formed the 
“Robin Hood Group” to prevent the attacker from withdrawing more 
ether. These “white hat” hackers exploited the same vulnerability to 
drain the remaining funds from the DAO—this time, with the intention 
of returning the ether to its rightful owners. 

This solution, albeit useful to prevent additional harm, was unable 
to retrieve the ether that the attacker had already siphoned. 
Any solution would require the intervention of exogenous forces. 
Ethereum developers and the Ethereum community more broadly 
would have to engage in a combination of on-chain and off-chain 
governance efforts to mitigate and possibly undo the effects of the 
attack. 

Ethereum developers came up with two possible fixes, each of which 
had to be implemented within a specified period, before the attacker 
could transfer the siphoned funds. One fix consisted in a soft fork 
that would prevent the attacker from spending the ether stored in 
the child DAO. Another fix required a hard fork that would transfer 
the child DAO’s funds into a new withdrawal contract to allow the 
token holders to withdraw their funds.

Following the attack, the 
Ethereum community 
worked on understanding 
what it could do to fix the 
problem.

Table 1: Categories of governance in blockchain systems

Endogenous rules Exogenous rules 
Blockchain-level external to blockchain

Governance by The DAO Ethereum network protocol TCP/IP, BGP, etc.

Governance of Voting systems, quora 
upgradeContract()

Ethereum improvement 
proposals

National laws, regulatory 
findings, litigation

Ethereum developers 
came up with two possible 
fixes, each of which had to 
be implemented within a 
specified period, before the 
attacker could transfer the 
siphoned funds.
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Both solutions were highly controversial, for different reasons. The 
hard fork was the more controversial of the two solutions, as it 
required an actual alteration of the blockchain’s state. The soft fork 
did not go quite as far—it only blacklisted the child DAO’s account 
so that the attacker could not transfer funds from it. Yet this 
approach was still controversial because it was regarded as a form 
of “transaction censorship.” Eventually, the debate over the soft fork 
became moot when a security review showed that it would create a 
new attack vector, enabling malicious individuals to launch a potential 
DoS attack against the Ethereum network without incurring any cost. 

Following an intense debate over the merits of the proposed solution 
and whether intervention was appropriate in the first place, the 
developers decided to move ahead with the hard fork. They released 
a new version of the Ethereum client, with an option for miners to 
toggle in order to express whether they wanted to follow the hard 
fork. Through a “carbonvote,” a makeshift polling tool devised after 
the DAO hack, ether holders could vote on their preferred outcome 
(to fork or not to fork, Figure 4, next page).19 Although 97 percent of 
voters were in favor of the hard fork, only a tiny percentage (4.5%) 
of all ether holders actually voted, leading some people to question 
the legitimacy of the vote. Nonetheless, the developers released the 
new clients with the default set to accept the hard fork.

The hope was that the hard fork would proceed as planned, leaving 
the old blockchain to fade into obscurity as miners picked up the 
new forked chain. However, given the contentious nature of this fork, 
the community could not reach consensus. Those who believed that 
the principle of immutability was more important than the return 
of drained funds continued to mine on the old chain; they argued 
that the only legitimate Ethereum blockchain is the unaltered one. 
Perhaps because of their arguments or because of the potential 
economic gains from mining on a new, smaller network, this group 
successfully brought a significant amount of mining power to the old 
Ethereum blockchain, known as Ethereum Classic. 

Lessons learned
The DAO has shown us how off-chain governance can influence 
the operation of on-chain governance rules. Developers usually 
introduce changes to a blockchain protocol to improve a network’s 
functionalities or to fix technical issues that would otherwise 
jeopardize the whole network. However, they have used off-chain 
governance to update a blockchain’s protocol in some exceptional 
situations, motivated not by technical reasons but by economic 
ones—thereby raising a series of questions as to the legitimacy of 
these interventions.

The DAO was the first major attack undertaken on a blockchain 
application, but it was definitely not the last one. More recently, 
an attacker exploited a flaw in the code operating Parity’s multisig 
contracts. This flaw led to more than 500 million ether being frozen 
in a series of broken wallets, with no way for anyone to recover the 
funds without altering the state of the underlying blockchain—another 

The hard fork was the more 
controversial of the two 
solutions, as it required 
an actual alteration of the 
blockchain’s state.

The DAO has shown us how 
off-chain governance can 
influence the operation of 
on-chain governance rules.
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hard fork, which could be implemented only with the consensus of 
the whole Ethereum network.20 Because of this incident, another call 
for action has been brought to the Ethereum community, requesting 
another protocol change to unfreeze the funds locked in the Parity 
multisig contracts.21 It remains to be seen whether the Ethereum 
community will collectively agree to implement such a change.

This incident, like the DAO’s incident, forces us to rethink what 
constitutes effective blockchain governance. On the one hand, it 
stresses out the limitations of endogenous on-chain governance. 
Even if we can codify specific governance rules into smart contract 
code, we cannot guarantee that these rules will execute as they were 
originally intended, or that a series of events will not render these 
rules obsolete or even undesirable.

As a result, there is a need for a mechanism to update the 
protocol of a blockchain network, if deemed necessary by relevant 
stakeholders. To do so, both the Bitcoin and Ethereum communities 
established a series of procedures that members must follow to 
update their respective blockchain (e.g., Bitcoin and Ethereum 
improvement proposals).22 Yet, these procedures are sometimes 
criticized for being too slow and cumbersome, and empowering a 
small, centralized group of core developers who decide on the set of 
(limited) options to make available to the broader community.

There is a need for a 
mechanism to update the 
protocol of a blockchain 
network, if deemed 
necessary by relevant 
stakeholders.

Figure 4: To fork or not to fork Ethereum: The 
CarbonVote outcome

Source of data: CarbonVote.com, accessed 18 May 2018.

http://www.carbonvote.com/
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On the other hand, these incidents show that the governance of a 
blockchain system cannot rely, only and exclusively, on the traditional 
mechanisms of exogenous law enforcement. Traditionally, states can 
leverage their coercive power to enforce exogenous rules imposed 
by law. For example, if a court in a given jurisdiction ordered an 
injunction, people would need to comply with that injunction. If they 
refused, then such refusal could lead to the seizure of their assets or 
perhaps even jail.

Blockchain systems depart from this norm. Even if a court were to 
order the modification of a particular smart contract to meet legal 
requirements or remedy a wrong, it is unclear how such an order 
could be enforced and against whom. Even if the developers within 
the court’s jurisdiction were forced to comply with the order, the 
smart contract would subsist as long as a majority of miners in the 
underlying blockchain network refused to accept the fork.

The distinctive features of blockchain 
governance     
Blockchain systems present unique features in how they enforce the 
set of rules they embody. Traditionally, both in the online and offline 
worlds, a centralized authority (a sovereign) can intervene to stop or 
influence people’s activities, either legitimately or illegitimately. For 
instance, in an attempt to stop Catalonia’s independence referendum, 
Spain’s government sent its police to seize ballot boxes from all 
Catalan polling stations.

Similarly, many authoritarian governments—such as China, Turkey, 
Iran, or Tunisia during the Arab Spring—have recurrently cut off 
access to certain news websites and social media during periods of 
social or political unrest. Some countries have even tried to shut 
down access to all Internet communication, as Egypt did in 2011 to 
contain the uprising against then-President Hosni Mubarak.23 Even 
democratic governments often require online intermediaries to 
enforce rules and regulations against the dissemination of copyright 
infringement, hate speech, or obscene material. 

These particular kinds of interventions from an external force are 
more difficult to achieve in the context of a blockchain network. 
Because of the disintermediated nature of a blockchain, the network 
operates autonomously, according to its own rules. No one can 
exercise sovereign power to coerce the network into doing something 
that it was not programmed to do. The operations of most blockchain 
networks or decentralized applications are governed by a specific 
set of predefined rules that precisely stipulate the procedure that 
everyone must follow to participate in the governance of the system, 
and, in some cases, have the power to change or influence the 
decision-making process.

Because of the 
disintermediated nature of 
a blockchain, the network 
operates autonomously, 
according to its own rules.

Even if a court were to 
order the modification of a 
particular smart contract 
to meet legal requirements 
or remedy a wrong, it is 
unclear how such an order 
could be enforced and 
against whom.
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For most blockchain networks, decisions are taken via a consensus 
protocol (e.g., proof of work or proof of stake) that enable people 
(e.g., miners or validators) to vote (with their hashing power in the 
case of proof of work or with their tokens in the case of proof of 
stake) on which transactions to include into a block. New blockchains 
are exploring the possibility of token holders’ relying on these 
same on-chain governance mechanisms to modify the rules of the 
underlying blockchain protocol in a fully automated way (e.g., Tezos). 
Yet, the implementations of most of the existing mechanisms of on-
chain governance resemble plutocracies (i.e., “rule by the wealthy”) 
rather than democracies. 

Similarly, in the context of Dapp, the decision makers are typically 
individual token holders who participate in governance either by 
burning some tokens or by casting a vote, the weight of which will 
depend on the number of tokens that each individual holds at any 
given time. A few heavily invested token holders (termed whales) will 
hold a disproportionate influence in the system at the expense of less 
wealthy users.

Because of these market forces, these systems are ultimately 
subject to potential manipulation. Certain parties might try to 
collude, or simply purchase the necessary resources (i.e., tokens 
or hashing power) to influence the vote in ways that will promote 
their own interests rather than those of the larger community. This 
is particularly problematic if the interests of token holders are not 
perfectly aligned with those of the users of a blockchain-based 
platform.

This kind of conflict is all too common in many Dapp designs: token 
holders are often more interested in seeing the price of their tokens 
rise, whereas users would rather see a decrease in price so as to 
reduce the costs of using the Dapp. As a result, on-chain governance 
suffers from the same problem that it was trying to solve: users 
acting in their own self-interest can exploit Dapp rules technically or 
economically, regardless of whether these users qualify as malicious.

On-chain governance is also not immune to outside influences. 
Entities not directly involved in the network could, for instance, 
try to shape the opinions of miners or large token holders through 
social networks or media campaigns. Alternatively or in addition, 
they could create incentives (i.e., benefits or bribes) or disincentives 
(i.e., sanctions or penalties) outside the system to change how 
participants exercise their rights inside the system. 

Irrespective of the power dynamics that might come into play, 
the influence of off-chain governance rules on the operations of 
a blockchain network is limited because, to be effective, every 
protocol change must be accepted by all relevant stakeholders (i.e., 
active nodes and miners supporting the network, cryptocurrency 
exchanges, etc.). If some parties do not agree with these changes, 
they will refuse to update their software, causing the network to fork 
into separate networks.24

The implementations 
of most of the existing 
mechanisms of on-chain 
governance resemble 
plutocracies (i.e., “rule by 
the wealthy”) rather than 
democracies. 

On-chain governance is 
also not immune to outside 
influences.
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Forking illustrates one of the key features of the governance of 
blockchain systems: the ultimate governing power rests with 
individual miners or token holders. No centralized authority (or 
sovereign) can subvert the system using coercive force. Indeed, 
regardless of the system of rules in place to govern a particular 
blockchain network, no governance system can impose a protocol 
change that goes against the network’s will. Whether this is 
dictatorial or democratic, the network still must approve any 
proposed changes: some parts of the network may approve them, 
whereas others may “exit” by forking into a new network.

While this model presents many advantages—it ensures the 
autonomy and independence of blockchain systems—exogenous 
rules can be difficult to enforce on these systems without a formal 
or informal governance system in place, that is able and willing to 
account for and transpose these exogenous rules into its own system 
of endogenous or code-based rules.

Recommendations
Blockchain governance is a novel and complex issue, and there is still 
no consensus regarding the best ways to address it. Recent expert 
discussion has lauded the benefits of on-chain governance, but also 
highlighted its dangers and drawbacks.25

Each model of blockchain governance—on-chain and off-chain—
presents its own set of benefits and drawbacks, which make it 
particularly well-suited for dealing with specific circumstances and 
much less for dealing with others. While some researchers have 
investigated the relationships between on-chain and off-chain 
governance rules, most have focused on determining how we can 
best replace slow and inefficient off-chain governance structures 
with fully automated on-chain governance systems. Only a small 
number of actors have been looking at how we can design off-chain 
mechanisms or processes capable of governing and regulating 
blockchain systems. 

As with many issues, the ideal solution is somewhere in the middle. 
Although they each rely on different rules and principles, the 
combination of on-chain and off-chain governance structures might 
lead to the most optimal outcome. To be sure, on-chain governance 
is more transparent and efficient than off-chain governance. 
However, when on-chain governance fails because of a technical 
issue or a lack of legitimacy, off-chain governance might be the only 
viable way out. On-chain governance ultimately depends on off-chain 
governance rules—especially endogenous ones—to stipulate how a 
blockchain-based network will evolve over time. 

We need more research to bring about the integration of off-chain 
governance rules into a blockchain system without reducing the 

Forking illustrates one of 
the key features of the 
governance of blockchain 
systems: the ultimate 
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ambiguity and flexibility of these rules into a set of algorithmically 
quantifiable and verifiable rules. Stakeholders could use on-chain 
governance not as a substitute for off-chain governance, but as 
a mechanism through which they could support and enhance off-
chain decision-making processes characterized by subjective human 
judgment, political participation, and deliberation. 

In some cases, on-chain governance could implement—at the 
protocol level—some of the rules and regulations that belong in the 
realm of off-chain governance. For instance, parts of a contractual 
agreement or legal provision could be codified into a smart contract, 
allowing it to be automatically executed and enforced by the 
underlying blockchain network. Or a variety of community rules 
and decision-making procedures could be enshrined in a blockchain 
system to ensure the transparency and verifiability of those 
procedures.

However, these mechanisms are inherently limited because no 
rule defined in natural language can be transposed into the strict 
language of code without losing some of its meaning or lessening the 
ability to expand or narrow its scope, case by case, depending on the 
circumstances at hand. 

If we want to design new governance systems for more sophisticated 
blockchain applications—capable of accounting for the flexibility, 
ambiguity, and uncertainty of natural language and the subjectivity 
of human judgment—it is important that we incorporate some of the 
rules and procedures of off-chain governance when designing the on-
chain governance structure of Dapp.

We have a number of ways to combine on- and off-chain governance. 
We could bring off-chain information into the blockchain. For 
example, we could use mechanisms like oracles to make new 
information available to a smart contract. By publishing data or 
decisions taken from the offline world onto a blockchain network, 
oracles provide the necessary link between on-chain and off-chain 
governance, so that a blockchain-based system can operate fairly 
and efficiently, without forfeiting the possibility to embed human 
appreciation and subjectivity into the execution of a smart contract. 

Another possibility is to externalize on-chain governance rules into 
the offline world by integrating alternative dispute resolution and 
private arbitration systems into the code of smart contracts. These 
processes could ensure that, if a smart contract does not operate as 
planned, its execution would be subject to the judgment of external 
actors—private arbitrators, judges, or even a decentralized jury. 
These parties would be granted leeway to apply the most ambiguous 
pieces of the legal system such as the law of equity to a blockchain 
system. Such processes could ensure that the well-being of the 
people interacting these blockchain systems is not sacrificed in the 
name of efficiency and predictability. 

Finally, new governance structures based on global personas or 
reputation could also be implemented into a blockchain-based 

A variety of community 
rules and decision-
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a blockchain system to 
ensure the transparency 
and verifiability of those 
procedures.
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network or application. These could support the development of new 
decision-making processes that are more democratic or meritocratic 
than many of the plutocratic systems used in a large majority 
of blockchain applications. Specific institutions could be made to 
interface with the technology to ensure respect for endogenous 
community rules as well as for exogenous laws and regulations 
designed to preserve public order and morality. 

While stakeholders debate how best to govern blockchain systems, 
we must start asking questions now, considering the implications of 
using on-chain and off-chain governance mechanisms, and the ways 
in which these mechanisms can interact with both endogenous and 
exogenous rules. 

We are already building applications for blockchain systems that 
touch on the most important functions of government and business 
and their interactions with citizens and customers: identity, credit 
scores, healthcare, financial services, and credentialing. Blockchain 
governance, whether on-chain or off-chain, will need to be responsive 
to the needs of citizens and resilient in the face of unexpected 
challenges.

To that end, effective governance of blockchain systems must 
account for a variety of activities at different layers of the 
technological stack. Dapp frameworks will need to ensure that 
vulnerabilities at one level do not cascade through the system. 
Blockchain networks that operate on the Internet will need to guard 
against state and ISP filtering. Stakeholders of blockchain systems 
may need to engage relevant stakeholders in Internet governance 
to discuss the potential impact of their governance decisions on the 
operations of blockchain systems, rather than accepting trickle-down 
effects.

Appendix: Glossary
To provide clarity and ease of reference, we prepared this list of 
definitions of terms used throughout this report. For some, there are 
still no standard definitions.

Blockchain network: A network of nodes that manages the recording 
of data into a blockchain data structure, according to a particular 
consensus protocol. Bitcoin and Ethereum are examples of blockchain 
networks.

Blockchain system: Any application or network that relies on 
blockchain technology. This can be a blockchain network like 
Ethereum or Bitcoin, a Dapp like Gnosis, or a Dapp framework like 
DAOstack or Aragon.
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implications of using 
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Border gateway protocol (BGP): BGP is a routing protocol used 
to transfer data among different host gateways, networks, or 
autonomous systems. As a path vector protocol (PVP), BGP 
“maintains paths to different hosts, networks, and gateway routers” 
and determines the best route.26

Dapp framework: A set of tools and resources that can be used in the 
creation of decentralized application.

Decentralized application (Dapp): An application that runs on a 
blockchain system.

Endogenous rules: Rules or processes coming from within the 
reference community of a particular layer in the technology stack.

Exogenous rules: Rules or processes coming from outside the 
reference community of a particular layer in the technology stack.

Governance infrastructure: Processes that are built into a technical 
infrastructure and define how that infrastructure will operate. Also 
known as governance by infrastructure.

Infrastructure governance: Processes that inform the development or 
operation of a technical infrastructure. Also known as governance of 
infrastructure.

MD5 algorithm: A widely used hash function that produces a 128-bit 
hash value.

Multisig: multiple keys required to sign and approve a transaction.

Off-chain governance: Processes that are not encoded in a blockchain 
system and run outside that system. The design of a particular 
blockchain network is generally established through off-chain 
governance processes. 

On-chain governance: Processes, often automated, that are 
encoded in a blockchain system. The Bitcoin or Ethereum consensus 
algorithms or reward mechanisms are part of the on-chain 
governance of these networks.

Technology stack (also known as governance stack): Layered view of 
a technological system, where each layer provides the infrastructure 
and tools for the layer above. Lower layers also provide rules and 
restrictions for the layers above.
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